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® Y MQTT Wian Channels

® 1580 Local ID kay Remote ID tagtd1u131n Dev ADDR 1u%’umau17i 2

® naUu ADD_CHAN

“x lunnsmeaete13agly APP Session Key wag Network Session Key 119 nudieansasdaya

LoRa Tu KidBright IDE 16 uslunsufjielviuinis LoRa Gateway a3siviun Session Key

iedanauludulduinmsihluldlilugunsalidesnislduinig

1) Add Key (LoRa => ABP Decryption ... ADD_KEY => SAVE) KidBright IDE

CJ DRAGINDO | LoRa v LoRaWAN v MQTT » TCP ~ Custom

Decrypt ABP End Node Packets

« Port Checking... Passed (/devittyUSB0

Enable ABP Decryption

Add Key

DevADDR:

APP Session Key: DFF17AA

Network Session Key: | BSA6E186C840146389C4ABB4835CB500
Decoder: [ Asci String v|

2) Add Channel (MQTT => Channels ... ADD_CHAN) £ oid_min v JORE V1

DL7612 Send Data
C DRAGINO EEER4 LoRaWAN v MQTT » TCP Custom TX Power €53 dBm

Application Key
MQTT Channel Management Network Key

Add Channel Dev ADDR Temperature

Humidity
Local ID: | [6548A5F8 | &~ Wind Speed
Remote ID:||654845F8 Wind Direction

APIKey: T _Rain Volume

gﬂﬁ 3-12 msseAn LoRa Gateway
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NKY search ﬁqu%”mmwaa Windows #uw cmd tdan Command Prompt
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cd\ uaz cd Felvamasiilng kbnetjs.exe o8
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® 93UYBANU mqtt broker (192.168.137.108) connected WenII1993UUBYA
A a v | v .:4' a Y
® LN@ﬂﬂWUQﬁ]U@U LoRa awayjamw LoRa Gateway QSM?J@%&LL?I@QUU%@
[ Select Command Prompt - kbnetjs 192.168.137.108 - o X (2]
Microsoft Windows [Version 10.0.19044. 3086] ~
(¢) Microsoft Corporation. All rights reserved.
Pc: \Users\000203>cd\
1€:\>d:
a o e =
D:\>cd D:\proj65\Kidbright\kbNET\kbnet js
D:\proj65\Kidbright \KbNET\kbnet js>kbnet js 192. 168. 137. 108
2023-09-08 10:16:38 mgtt broker (192.168.137.108) connected
- ra— ..
B Videos ’ﬂunu i JP 9 \E S:
‘& Local Disk (C9) -
= Data (D) [192.168.137.1-254 ] [sum 2]
v
Titem  1item selected 42.6 MB sammaied. [Tt - B
Ay #a B Hudn MAC uanLass ol
Click to add notes L] NB1-634-0086.mshome.net 192.168.137.1 Quanta Computerinc.  BA&A9:FC:ES:53FA
wTan oo % Accessibilty Investigate - dragino-24a76c.mshome.net 192.168.137.108  Dragino Technology C... AB:d0:41:24:AT:6E
!
Uﬂ 3-13 G\i']"\]ﬂ@U"UE]@JaSUWUW
< || B Select Command Prompt - Kbnetjs 192.168.137.108 - o x - o >
Home Microsoft Windows [Version 10.0.19044. 3086] A 2]
_ |(e) Microsoft Corporation. All rights reserved.
\Users\000203>cd\
Pin to Quick Cop)
access C:\>d:
D:\>cd D:\proj65\Kidbright \KbNET\kbnet js s
« v
D:\proj65\Kidbright\kbNET\kbnet js>dir
& Pictures | Volume in drive D is Data .*
= mispc | Volume Serial Number is 5648-F48D e
KNET | Directory of D:\proj65\Kidbright\KbNET\kbnet js
ScreenRelng /08/2023  10:05 AM  <DIR>
Toon_A¥ill09/08/2023 ..
toonal|09708/2023 013 kbnet js. exe
& OneDiicd 1922, 112 bytes free
65\Kidbright\KbNET\Kbnet js>kbnet js
W This PC kbnet js <lora gateway ip address> MAC uasissa "
3D Object]
D u \pmJﬁa\Mdmu,m\kh\n1\|\hmu>>khmu> 192. 168. 137. 108
Skt 12023-09-08 10:09: mqtt broker (192.168. 137.108) connecte:
B Documen' zs dragino-24a76¢/0840DC60/data 1m11d/0000001!;015m40000000000000000000000 000000000000000000bb
20 mac address = 64b70840DC60
¥ Downloads 1o Teed = -4]
D Music snr =175
— frame type =1l
=] Pictures |, temperature = 0.00
B Videos humidity = 0.00
Local D wind speed =0.00
;. oo 2 wind direction = 0.00
- Data (D) (2023 rain volume = 0.00
litem  1item >
| S—
Slide 140714 . T O
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] 4
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) Enter your username and passwe X @ LoRa Gateway x  + voo— X

& > C A Notsecure | 192.168.137.234:8000/cgi-bin/home.has e w 0@ :
sensor @ python tmd Other bookmarks
_ LoRa¥ LoRaWAI v Systemv LogReadv Home  Logout ] -
System Overvie -°R@
ABP Decryption

loT

-

Model LPS8-N \ (8}

CT 2023 Uptime: 1:29

000/cgi-bin/lora-ab;

@ LoRa Gateway x 4+ v = X
< C A Notsecure | 192.168.0.55:8000/cgi-bin/lora-abp.has e % 0@ :
sensor @ python tmd Other bookmarks

LoRa v LoRaWAN v MQTT +» TCP » Custom Network v System v LogReadv Home Logout

Decrypt ABP End Node Packets

Enable ABP Decryption [save]

Add Key
Dev ADDR

APP Session Key: [MSB, 16 Bytes |
Network Session Key: [MSB, 16 Bytes |

Decoder:
Batch Add
Delete Key Dev ADDR: < DELETE
0840DC60
ALL
ABP Keys:
DevADDR | APP Session Key | Network Session Key | Decoder
©842DC60 | EFGEBE@IS3DFF17AA7BBIEG4FBBA2ADD | BSAGE1B6C840146389C4ABB4835CBSBA \ ASCII
el' ° ~ v
UM 3-16 yNN1TaUENIUYALDY LoRa
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158U Channels #an31ngunsal LoRa Gateway
O Wy MQTT Lien Channels

O Tude Delete Channel naLdeanas drop down wagideniad Dev ADDR

O uwanaUs DELETE

' Enter your username and passwe X @ LoRa Gateway x 4+ W = a X
<« C A Notsecure | 192.168.137.234:8000/cgi-bin/home.has e w 0@ :
sensor @ python tmd Other bookmarks
LoRa v LoRaWAN v MQTT » om Network v System v LogReadv Home Lo -
MQTT Client

System Overview
Channels
- v, loT

- Certificates SewiC/er

72023

Uptime: 1:29

@ LoRa Gateway x 4 v - a X
<« C A Notsecure | 192.168.0.5:8000/cgi-bin/mat-chan.has e x 0@ :
sensor @ python tmd Other bookmarks

g fu|=/Cci(\ml LoORavy LoRaWANv MQTTv TCPw  Custom Network v  System v LogReadv Home Logout

MQTT Channel Management

Add Channel
Local ID: | ]
Remote ID: | ]
APIKey: | |
Delete Channel
Local ID: 0840DC60 v
[ DELETE |

Channels Mapping:

Local ID | Remote ID | API Keys
©840DC60 | ©840DCEQ [

U7l 3-18 ¥in1sau Channel
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3.2.3 LoRa Gateway (Hasfadutnasidnai1y Wi-Fi
Tunsainldarunsaendenu Gateway auay LAN e Tivinnisiieumesnu WiFi

Yupaud 1 Tunthn1sndnues LoRa Gateway tdon Network Status->WiFi

@ DRAGINDO BXER4 LoRaWAN v MQTT » TCP +» Custom Network System ¥

WiFi Network Status
Network
Radio Settings
WiFi W
Channel (1-11) 1 | Tx Power (0-18) dBm E =
Cellular

WiFi Access Point Settings
Enable WiFi Access Point [

WiFi Name SSID dragino-22663c |

Passphrase (8-32 char) |sssssssesssssee | emEm Encryption WPA2 v
WiFi WAN Client Settings
Enable WiFi WAN Client [J
Host WiFi SSID Host-SSID | WiFi Survey Choose WiFi SSID... v
Passphrase sesssessscsenes | emm Encryption WPA2 v|

[ saveaapply | cancel || Refresh |

U7 3-19 1@eniy WiFi



UABUN 2 @8N Access Point NazLipume

@ fa|=Clci(ml LoORay LoRaWANY MQTTw TCPv Custom Networkv Systemv  LogReadv Home Logout
WiFi

Radio Settings
Channel (1-11) Tx Power (0-18) dBm

WiFi Access Point Settings
Enable WiFi Access Point [J

WiFi Name SSID
Passphrase (8-32 char) [Shon] Encryption WPA2 v

WiFi WAN Client Settings

Enable WiFi WAN Client [

Host WiFi SSID WiFi Survey Choose WiFi SSID... _v|

: DIRECT-YBLAPTOP-9ICC3596msZR (Ch: 9 Encr: WPA2 Sig: -70 dBm) ~

Passphrase €D Encryption realme (Ch: 9 Encr: WPA2 Sig: -65 dBm)
DIRECT-92-EPSON-D63716 (Ch: 6 Encr: WPA2 Sig: -84 dBm)
Cancel NSTDAFreeWifi (Ch: 6 Encr: None Sig: -74 dBm)
i NSTDANet (Ch: 6 Encr: WPA/WPA2 Sig: -74 dBm)
NSTDAFreeWifi (Ch: 6 Encr: None Sig: -87 dBm)
eduroam (Ch: 6 Encr: WPA/WPA2 Sig: -73 dBm)
NSTDANet (Ch: 6 Encr: WPA/WPA2 Sig: -90 dBm)
NSTDA-D (Ch: 6 Encr: WPA2 Sig: -73 dBm)
Galaxy A13 (Ch: 6 Encr: WPA2 Sig: -70 dBm)
ZTEFa (Ch: 5 Encr: WPA2 Sig: -64 dBm)
2020 (Ch: 3 Encr: WPA2 Sig: -68 dBm)
DWR-953-0C77 (Ch: 2 Encr: WPA2 Sig: -75 dBm)
NSTDA-D (Ch: 1 Encr: WPA2 Si 6 dBm) 7
DIRECT-RPNB1-634-0086msGS (Ch: 1 Encr: WPA2 Sig: -61 dBm)
bsrk (Ch: 1 Encr: WPA2 Sig: -69 dBm)
vivo (Ch: 1 Encr: WPA2 Sig: -80 dBm)
NSTDAFreeWifi (Ch: 1 Encr: None Sig: -56 dBm)
slateAX (Ch: 1 Encr: WPA2 Sig: -57 dBm)
NSTDANet (Ch: 1 Encr: WPA/WPA2 Sig: -56 dBm)

Ch, WAEi SSin

4

U7 3-20 fon Access Point IfBin15i7eue

YUABUN 3 ALTUNSIASHARN1UYBY Access Point

Cj DRAGIND KR4 LoRaWAN v MQTT » TCP ~ Custom Network v System v LogReadv Home Logout
WiFi
Radio Settings
Channel (1-11) Tx Power (0-18) dBm
WiFi Access Point Settings

Enable WiFi Access Point [J

N 2) Adndlald WiFi WAN Client Encryption s =

WiFi WAN Client Settings

Enable WiFi WAN Client
Host WiFi SSID WiFi Survey
Passphrase [Show] Encryption WPA2 v

['savezApply | [ cancel || Refresn |
&

1) NTansuALNU Access Point

) nﬂ‘wnﬂu Save&Applv
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@ m=Elci\mlM LoRavy LoRaWANvY MQTTv TCPwv Custom Networkv Systemv LogReadv Home  Logout
WiFi

Radio Settings

Channel (1-11) 2 Tx Power (0-18) dBm

WiFi Access Point Settings
Enable WiFi Access Point [J

Wi Name SSID
Passphrase (8-32 char) ™ Encryption WPA2 v

WiFi WAN Client Settings
Enable WiFi WAN Client

Host WiFi SSID WiFi Survey
Passphrase sessoser [Sron] Encryption WPA2 v

I WiFi status: OK. Click Refresh to check status.

[ savezApply |[ Cancel || Refresh |

5 1 o @
AMuULMaBannadibga

SUN 3-20 LAAIADIULNISITOURD

Y
JUABUN 5 ALIUNISASIEU Network Status

C DRAGINO [EIER LoRaWAN v MQTT » TCP v Custom Network v System v LogReadv Home Logout

SyStem Status Network itatus
\Aaniay Network => Network Stat Network
Network / WiFi Status W Network => Netwo atus
WiFi |
Network
Cellular

Lan IP Address:
inet addr:10.130.1.1 Bcast:10.130.1.255 Mask:255.255.255.0

Eth WAN IP Address:
inet addr:10.42.0.121 Bcast:10.42.0.255 Mask:255.255.255.0
i - 4 Bcast:172.31.255.255 Mask:255.255.255.252

WiFi WAN IP Address:
inet addr:192.168.0.59 | Bcast:192.168.0.255 Mask:255.255.255.0

Bridge:

brid brid y ' -
i TS P Address YN9T29n1st3aNsAa Wi-Fi
WiFi

wlan@-2  ESSID: "DWR-953-0C77"
Access Point: 34:0A:33:10:0C:78
Mode: Client Channel: 2 (2.417 GHz)
Tx-Power: 17 dBm Link Quality: 42/76
Signal: -68 dBm Noise: -95 dBm
Bit Rate: 57.8 MBit/s
Encryption: WPA2 PSK (CCMP)
Type: nl86211 HW Mode(s): 862.11bgn

'g‘U‘ﬁ 3-21 wanaanuglagidan Network Status

Junaufi 6 nanany LAN 8ona1n Notebook uae KidBright LoRa Gateway waild Web

Browse 484 Notebook Liwtiiu http://192.168.0.59:8000
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4.1 nsdeulusunsuwuuudengniios LoRa
Tuneusel

o fnddlusunsu KidBright IDE

o nsdar VIDPID vesanelUsunsy USB
o nsldsuvdenuansua OLED

e nsldnuuiendieyauuu LoRa

o Jyulusunsudoyaiwuigosanineinia

4.1.1 fndlusunsu KidBright IDE

1Usunsu KidBright IDE @1u158 Download 167 https://www.kid-bright.org/download-
kidbright/ anansaldanléii Windows uag Mac fegudl 4-1 axigfiouasiiimivansnisfiakeoia
Windows wag Mac hansagauansuadlusunsy

KidBright IDE

For latest version please download by click the link below

ml Version17 64bits " Version 16

L[] (For Windows) (For Mac)

0 Fjﬁamsc’loﬁo (Windows) W 3alomisdado (Windows) [ Fjﬁamsc'lot"]\) (Mac)  me3alomsdado (Mac) @ Usage conditions and policies

SU7 4-1 KidBright IDE

4.1.2 n13RaAn VID:PID vasaneTusunsu USB
Fousonnsdeansseninaune29a599 oy LoRa Way KidBright IDE Uupsufiawmeseeas USB
Mndusssnnslnuamelusunsy USB uiel¥ KidBright IDE amnsndegmdaiiadnstulugiunninsg
{0 LoRa U7l Device Manager 9Intiunm Ports (Com & LPT) %U'ﬁ'mgiwmisuaqqﬂﬂﬁﬂiﬁl,%amia

\&0n Silicon Labs CP210x USB to UART Bridge (keiginlainy v1n1s Update Windows) nan@aniundy
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Y
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Device Manager
File Action View Help
e D E Em B EX®

| Biometric devices

e Bluetooth

Q Cameras

[ Computer

s Disk drives

[5F Display adapters

i Firmware

Human Interface Devices

Keyboards

0 Mice and other pointing devices

[ Monitors

I Network adapters

E? Other devices

i Ports (COM & LPT)
ﬁ Silicon Labs CP21Q; "'~~~ ***°mnrrmmnem
i Standard Serial ove U e

CvVVVVVVVYVYVYVYVYYY

f§ Standard Serial ove Disable device
= Print queues Uninstall device
] Processors
l? Security devices Scan for hardware changes

B Software <on'_1ponents Properties
B Software devices
iq' Sound, video and game controllers
cg Storage controllers

JUN 4-2 dengunsalleusaiuneuiiinesiiu Device Manager

VVVVVYVY

PR . 9 a & ¢ A .
\Weawden Properties WA292U304) Popup box Lanin1518tease199 909gUnsal 1ian Device

\den Hardware Ids Tundestaninuauansagny VID wag PID vesgunsailviantuiinly

.}

iy Device Manager
File Action View Help

CE IIEN 7 I

Silicon Labs

@ Mice and other pointin usa\wo_ma&mn_zwmq;m

[ Monitors USB\VID_10C4PID_EA60 _

[ Network adapters VID=10C4

K7 Other devices _

i Ports (COM & LPT) PID=EA60
i Silicon Labs CP210x
ff Standard Serial ovel
ﬁ Standard Serial ovel

™ Print queues

] Processors

7 Security devices

l" Software components

H Software devices

Iq' Sound, video and gam: OK Cancel

S Storage controllers

¥ Sustem devices
U7 4-3 A1 VID:PID wasgUnsal

Y

210x USB to UART Bridge (COMS) Properties B
> | Biometric devices
> Bluetooth General Port Settings Driver Details @er Management
> Q Cameras » )
5 3 Computer ~ Silicon Labs CP210x USB to UART Bridge (COMS)
> s Disk drives
> [ Display adapters Property ™
> B Firmware ‘Hardware Ids ( v
> Human Interface Devic .y
> Keyboards Value
>
>
>
>
v
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ntiuih VID:PID fildandumeunsuntiindlulusunsy KidBrisht IDE Tnenslufi KidBright
IDE icon Adnndvd avusinguuulviiden Properties na Open File Location Wiodn Folder filfu

witutoyald 14 Notepad Wauiludayade configjson

S

e 9 KidBright Properties x
Open file location Securty Detals Previous Verson
Shoeut

© Run 25 administrator = Compatbity

Troubleshoot compatibi
roul compatibility @ —

Pin to Start
7-Zip > Torgettype:  Applcation

[ Edit with Notepad=+ Torget location: KidBght

Pin to taskbar Torget

fers wser oo Data\Local KidBricht Kidricht excl) p ) .
e e ilalvla config.json ae notepad

Sendto > Srotautkey:  [None

cut An Noml wedow v
Copy Commert: »MW‘\DE

Create shortcut Open Fie Location Change lcon. Advanced.
Delete 7

Rename .

ﬁ/ 2[5l cwu \AppData\Local\KidBright\app-1.3.2\ pp\kbide\app
roperties

Home  Share  View

<« v 4 | « KidBright > app-13.2 > resources ¥/ app > kbide > app v 0 Search app
Name Date modified Type Size
s Quick access
node_modules c 36:43 PM File folder
Lessons .
public File folder
B Desktop ’ server File folder
& Downloads configjson JSON Source File 1K8
|5 Documents  #  [B]indexjs JavaScript File 2KB
& Pictures +  [Bliogjs JavaScript File 1K8

U7l 4-a ¢ VID:PID vesgunsal

Y

msualulla configjson dawandlugun 4-5 lagualy port_vid_pid limseiuvesaunsal

7 config,json - Notepad _ o x
File Edit Format View Help

{ A
"packages": "moment body-parser cookie-parst
"standalone": true,

"server_timezone": 7.0,
"webserver": {
"port": 8000
3,
"ide": {
"directories": {
"data": "data",
"plugins"”: "plugins"
3,
"port_vid_pid": [
"04b4:0003",
"0403:6015', ] s

"10c4:a60"

]

U7 4-5 ufiluer VID:PID Tu configjson
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Plugins ; Clear Screen @3udsdanthee
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isplay
Examples
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Formula Kid a v ¢ a
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GPIO o
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LED
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® NIANFIPNBINABINITHENS Hello World!

Formula Kid

GPIO 12C OLED 12864 ESIEFISERD Channel (D Adcress (ZEsKd Prin  EY) . WEY] )
KidBright Net

LED

OLED

U7 4-10 vdenuanawatenNuY OLED
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Plugins DL7612 Send Data
TxPower  EXD dam DL7612 Send Data d3¥@3yani8 LoRa
Application Key
Bluetooth Network Key v :
T Rain Volume 24Hrs a1wafSananiely 24 #1lua
) Humidity
Dlsplay Wwind Speed a

SHT31 Temperature ﬁimﬂ']‘qmi‘mu

Wind Direction o

Rain Volume

Examples I X
P SHT31 Humidity 9114MANNTY
Formula Kid = X '
SHT31 Error as0@euiduaesgamginnuyuiidymusela
GPIO o
Wind Direction 811 1fiaN3an
KidBright Net
Wind Direction Error asavaauiduaasiamaaniidymmse’la
LED o
Wind Speed 214A1ANISIAN
OLED

U7 4-11 vdeneneq Tu KidBright Net
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Forever
@ Wait Switch 1 pressed

' @ Wait Switch 1 released

' (O Note Duration
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Application Key
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